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U.S. Department of Homeland Securitp'
601 South l2th Street
Arlington, VA 20598

ffiffin':;:
October 1 l, 2018

Mr. Henry Kerner
Special Counsel
Office of Special Counsel

Dear Mr. Kerner:

The attached report is in response to the January 18, 2018 referral of the above-captioned matter

to the Secretary of the Department of Homeland Security (DHS) regarding a disclosure received

by your office. The Secretary referred this inquiry to the Transportation Security Administration
(TSA) for investigation and response. The DHS Secretary has delegated authority to the Deputy
Administrator of TSA as the official responsible for providing your office with the Department's

report pursuant to 5 U.S.C. $ 1213. The Department's findings are included in the attached

Report of Investi gation.

OSC characterized Federal Air Marshal (FAM) Robert Maclean's disclosures as follows: TSA

failed to require aircraft operators to (l) strengthen and implement flight deck doors that open

outward and away from the flight deck, and (2) install secondary barriers, which function as a

second layer of protection between the passenger area and the flight deck. More specifically,

according to OSC, FAM Maclean asserted that flight decks with inward opening doors remain

highly vulnerable to attack, as he believes an attacker could knock back a standing pilot into the

flight deck, resulting in a catastrophic event or a breach of the flight deck area by the attacker.

Further, FAM Maclean asserted that in most aircraft there is only one (inward opening) door

between the flight deck and passenger area, which leaves the flight deck susceptible to attack.

The investigation revealed that TSA had not "failed" to correct the alleged security weaknesses,

rather the Federal Aviation Administration (FAA) was aware of the potential vulnerabilities and

had addressed them. For instance, the FAA issued guidance requesting that air carriers utilize

one of three methods of secondary flight deck security.

The FAA has the primary regulatory authority over flight deck doors and secondary barriers on

commercial aircraft. Wtrite -ong..s has not imposed any statutory mandate upon TSA relating

to strengthening the cockpit door or installation of secondary barriers, ATSA provides that the

TSA Administrator is required "to work in conjunction with the FAA Administrator with respect

to actions or activities that may affect aviation security or air carrier operations'" 49 U.S.C.

1r4(fx13).

IIARNING: This record
to persons without a "need to know"' as in 49 CFR parts l5 and 1520, with the written

record ma1'be
or the Secretary Unauthorized

permission of the of the Transportation Securitl
in civil penaltl or other action. For U.S. agencies, public disclosure is

Sensitile Securitl Information that under 49 CFR parts 15 and No part of this

release ma1
49 CFR 15 and 1520.

b1 5 U.S.C.552 and

RE: OSC File No. DI-I6-2046























































































































































































































 (Rev ised August 2012)

U.S. DEPARTMENT OF HOMELAND SECURITY 

TRANSPORTATION SECURITY ADMINISTRATION 

REPORT OF INVESTIGATION 

CASE NUMBER:  I18 0099 (Re-Opened) OPR CASE:  NA 

TITLE:  Whistleblower Disclosure – Flight Deck Issues  

CROSS REFERENCED CASES:  OSC File No. DI-16-2046 

SUBJECT(S):  N/A 
Name:   
Duty title:   
Pay band:   
Duty location:   
EOD:   
Administrative Status: 

ALLEGATION(S):  OSC Whistleblower Disclosure 

PERIOD OF INVESTIGATION:  04/13/2020 – 05/18/2020 

CASE STATUS: Closed 

INVESTIGATED BY:  Special Agent  

REPORT BY:  Special Agent  

__________ ______________________________ 
   Date     

Special Agent in Charge
Field Operations Branch
TSA Investigations

June 2, 2020



Report of Investigation  I18 0099 
Page 2 

 

 (Rev ised August 2012) 

cc: ☐ Director, Professional Responsibility  
 
 X Chief Counsel 
 
 ☐ Executive Assistant Administrator/Director, Federal Air Marshal Service  
 
 ☐ Executive Assistant Administrator, Security Operations 
 

☐ Chief, Personnel Security Section, Security Services and Assessment 
Division 
 
X File 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Report of Investigation (ROI) Handling:  The ROI and information contained herein 
are subject to the Privacy Act of 1974 (5 U.S.C. 552A, Public Law 93-579) and thus may 
not be released outside official channels.  This material must be safeguarded from 
unauthorized disclosure, and should not be left unattended or discussed with 
unauthorized persons, and must be retained in a security container when not in use.   
 
This report or any portion thereof may not be released to the subject of the investigation 
or any individual identified therein, or their representatives, or reproduced without the 
written consent of TSA Investigations. 
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Executive Summary: 
 
On October 11, 2018, TSA provided the Office of Special Counsel (OSC) its report in 
response to Federal Air Marshal (FAM)  disclosures.  OSC 
characterized FAM  disclosures as follows: TSA failed to require aircraft 
operators to (1) strengthen and implement flight deck doors that open outward and 
away from the flight deck and (2) install secondary barriers, which function as a second 
layer of protection between the passenger area and the flight deck. On April 9, 2020, 
OSC requested a supplemental report to clarify information contained in the previously 
submitted report.   

OSC requested clarification on the following:  

1. In the cover letter of the report, it states that the “AC1 provided the three 
acceptable methods of secondary flight deck security listed in the RTCA 
study2 . . . To date, all aircraft carriers are in compliance with the AC by 
utilizing one of the three methods of secondary flight deck security.” See 
Cover letter, page 2, para 2. 
• What information is DHS relying on in making the latter statement 

regarding all aircraft carriers being in compliance? 
• The report states that according to an “FAA Inspector who was 

interviewed, to the best of her knowledge, all U.S. air carriers are in 
compliance with the AC.”   See Report, page 6, “Finding #2.” 
 Is this inspector’s testimony the only basis for the agency asserting 

that “To date, all aircraft carriers are in compliance with the AC by 
utilizing one of the three methods of secondary flight deck 
security?” 

 If yes, please explain why DHS is solely relying on this inspector’s 
statement as evidence of industry compliance. 

 
The Federal Aviation Administration (FAA) provided additional detail regarding air 
carrier compliance with secondary flight deck security.  Air carriers are required to 
comply with an FAA regulation, which states that the area outside the cabin door must 
be secure during flight (14 CFR. § 121.584).  Advisory Circular (AC) 120-110 describes 
three acceptable methods of secondary flight security.  These methods are an 
acceptable means, but not the only means, for an air carrier to comply with pertinent 
regulatory requirements.   
                                                             
1 Federal Aviation Administration Advisory Circular 120-110, entitled Aircraft Secondary Barriers and 
Alternate Flight Deck Security Procedures, dated April 14, 2015.  This AC is not mandatory and does not 
constitute a regulation.  It describes an acceptable means, but not the only means, to achieve protection 
of the flight deck as required in 14 § CFR 121.584. This AC is contained as part of Attachment 3 in TSA’s 
2018 report.  
2 RTCA Document (RTCA/DO-329) Aircraft Secondary Barriers and Alternative Flight Deck Procedures, 
dated September 28, 2011.  AC 120-110 identifies RTCA/DO-329 as a means of compliance to 14 § CFR 
121.584(1)(a). 
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An FAA inspector provided that compliance with regulations is verified by FAA Aviation 
Safety Inspectors.   The FAA conducts inspections of air carriers’ written manuals and 
procedures, to confirm that the air carrier has established procedures to ensure 
compliance with FAA regulations (namely, procedures to confirm that the area outside 
the flightdeck door is secure). The FAA similarly conducts field observations and 
inspections to confirm that the air carrier is following its approved procedure for 
unlocking the cockpit door while the aircraft is being operated.   
 
An FAA Supervisory Aviation Inspector advised that all air carriers are in compliance 
with 14 CFR § 121.584.  All air carriers are in compliance with the requirement to have 
written procedures in place, and air carriers that were observed during onsite 
inspections not to be following their written procedures have been corrected.            
 

2. In the cover letter of the report, it states that TSA sought guidance in 2018 
from the Aviation Security Advisory Committee3 regarding the effectiveness of 
secondary barriers.  It noted that the report was not finished at that time.  See 
Cover letter, page 2, para 3.   
• Has the report been completed?  If not, what is the status and the 

expected completion date? 
• If the report has been completed, we ask that the agency provide OSC 

with a copy of the report, its findings, and a summary of any actions taken 
in response to that report.   
 

The Report of the Aviation Security Advisory Committee (ASAC), titled Secondary 
Barriers on Commercial Passenger Aircraft, was completed in December 2018.  While 
the working group found consensus on the need for some type of secondary barrier 
system to protect against cockpit intrusions, it did not come to a consensus on the need 
for installed physical secondary barriers.   
 
A TSA Liaison to FAA reported that TSA and FAA engaged in discussions at the 
conclusion of the working group sessions.  The two agencies concurred that no further 
action would be taken as a result of the report, as the working group did not reach 
consensus.  TSA concurred with the FAA that creation of a regulatory requirement for 
airlines to design/install secondary barriers in existing aircraft was not seen as a benefit 
that outweighed the burden and cost to the industry, in light of the layered security 
measures already in place. 
 
  

                                                             
3 In July 2018, the TSA Administrator asked the Aviation Security Advisory Committee (ASAC) to “assess 
the landscape” of secondary barriers on commercial passenger aircraft.  In response to this request, 
ASAC created an ad hoc Secondary Barriers Working Group comprised of government and industry 
experts. TSA’s original request to the ASAC Chairman is contained in Supplemental Attachment 6 of 
TSA’s 2018 report.  ASAC’s December 2018 report is contained in Attachment 2a of this report.   
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ORIGIN OF CASE: 

On January 18, 2018, the Office of Special Counsel (OSC) notified the Department of 
Homeland Security (DHS) Secretary of a whistleblower disclosure.  The DHS Office of 
Inspector General (OIG) declined to investigate in lieu of an investigation conducted by 
TSA.  On February 5, 2018, TSA’s Office of Chief Counsel (OCC), provided the 
following information to the Office of Inspection (OOI): Federal Air Marshal (FAM) 

 alleged two whistleblower disclosures which might affect aviation 
security: 

1. TSA failed to require aircraft operators to strengthen and implement flight deck 
doors that open outward and away from the flight deck; and 

2. TSA failed to require aircraft operators to install secondary barriers which 
function as a second layer of protection between the passenger area and the flight 
deck. 

A Report of Investigation (ROI) was completed on September 26, 2018, and provided to 
the Office of Special Counsel (OSC) on October 11, 2018.   

On April 9, 2020, OSC notified OCC of supplemental questions based on the previously 
provided report.    

Supplemental Question #1: 

In the cover letter of the report, it states that the “AC provided the three acceptable 
methods of secondary flight deck security listed in the RTCA study . . . To date, all 
aircraft carriers are in compliance with the AC by utilizing one of the three methods of 
secondary flight deck security.” See Cover letter, page 2, para 2. 

• What information is DHS relying on in making the latter statement 
regarding all aircraft carriers being in compliance? 

• The report states that according to an “FAA Inspector who was 
interviewed, to the best of her knowledge, all U.S. air carriers are in 
compliance with the AC.”   See Report, page 6, “Finding #2.” 
 Is this inspector’s testimony the only basis for the agency asserting 

that “To date, all aircraft carriers are in compliance with the AC by 
utilizing one of the three methods of secondary flight deck 
security?” 

 If yes, please explain why DHS is solely relying on this inspector’s 
statement as evidence of industry compliance. 
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Finding #1:  

Additional information was provided by FAA regarding the statement that all airlines are 
in compliance with flight deck security regulations. (Attachment 1) Aircraft operators are 
required to comply with an FAA regulation (14 CFR § 121.584).  The regulation provides 
in relevant part that “no person may unlock or open the flightdeck door unless the area 
outside the flightdeck door is secure.”  AC 120-110 provides guidance to air carriers and 
conveys three effective and acceptable methods to best protect the flight deck during 
door transition, but these methods are not mandatory.  Airlines that are using these 
methods do so because they have been recognized by FAA as acceptable means of 
complying with the regulation.   

The FAA clarified that compliance with 14 CFR § 121.584 is verified by the FAA through 
reviews of airline manuals and in-person inspections of procedures.  FAA reviews and 
inspections have determined that all airlines have manuals and written procedures that 
provide adequate protection of the flight deck during the opening of the cabin door 
during flight.  FAA onsite inspections that have resulted in findings of airlines not 
following their procedures have been corrected.  All airlines are currently in compliance 
with regulation 14 CFR § 121.584.        

Supplemental Question #2:   

In the cover letter of the report, it states that TSA sought guidance in 2018 from the 
Aviation Security Advisory Committee (ASAC) regarding the effectiveness of secondary 
barriers.  It noted that the report was not finished at that time.  See Cover letter, page 2, 
para 3.   

• Has the report been completed?  If not, what is the status and the 
expected completion date? 

• If the report has been completed, we ask that the agency provide OSC 
with a copy of the report, its findings, and a summary of any actions taken 
in response to that report.   

 
FINDING #2:  

The ASAC report entitled Secondary Barriers on Commercial Passenger Aircraft was 
completed in December 2018. (Attachment 2a) The report relayed that the working 
group, comprised of government and industry security experts, found consensus on the 
need for some type of secondary barrier system to protect against cockpit intrusions 
when the hardened door is opened.  However, the working group did not reach a 
consensus on the issue of installing secondary barriers on existing aircraft.  The report 
also stated that Congress passed a law in 2018 directing FAA to ensure future aircraft 
are constructed with secondary barriers. 

The TSA liaison to FAA reported that TSA and FAA engaged in discussions at the 
conclusion of the working group sessions and determined no further action was 
necessary.  This was based on two main factors: (1) the working group failing to reach 
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consensus on a recommendation and (2) Congress’ passing of legislation requiring only 
future aircraft to install secondary barriers.  A TSA Industry Engagement Manager 
reported that internal discussions within TSA and FAA ultimately ended in concurrence, 
and the belief that existing measures (primary cockpit reinforced doors, Federal Flight 
Deck Officer (FFDO) program, Common Strategy training, etc.) sufficiently addressed 
the concern of secondary barriers in existing aircraft.  He also reported that the creation 
of a regulatory requirement for airlines to design/install secondary barriers in existing 
aircraft was not seen as a benefit that outweighed the burden and cost to the industry, 
in light of the layered security measures already in place.         

 
 

ATTACHMENTS 
 

Attachment 
Number Description 

1  MOI of Interviews with FAA Inspectors; dated April 13 – May 7, 2020 
2  MOI of Interview with TSA Policy, Plans and Engagement personnel and receipt of 

ASAC report on Secondary Barriers on Commercial Passenger Aircraft; dated May 
18, 2020 

 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Attachment #1 



Case Number 
I18 0099 

Case Title: 
Whistleblower Disclosure – Flight Deck Issues 

Revised February 28, 2006 

MEMORANDUM OF INTERVIEW 
OR ACTIVITY 

Type of Activity: 
 Personal Interview 
 Telephone Interview 
 Records Review 
 Other 

Date and Time: 

April 13 to May 7, 2020 

Activity or Interview of: 
, Inspector 

Air Transportation Division 

, Inspector 
Safety Analysis and Promotion Division 

 
Supervisory Aviation Inspector 
Assistant Program Office Manager,  
Continual Improvement Program Office 
Safety Analysis and Promotion Division 

Conducted by 

SA  

Location of Interview/Activity: 

COVID-19 Telework Procedures

Subject Matter/Remarks 

The following question was received from the Office of Special Counsel (OSC) in regards to the 
previously submitted Report of Investigation under this file number: 

In the cover letter of the report, it states that the “AC provided the three acceptable methods of 
secondary flight deck security listed in the RTCA study . . . To date, all aircraft carriers are in 
compliance with the AC by utilizing one of the three methods of secondary flight deck security.” 

• What information is DHS relying on in making the latter statement regarding all aircraft carriers
being in compliance?

• The report states that according to an “FAA Inspector who was interviewed, to the best of her
knowledge, all U.S. air carriers are in compliance with the AC.”

o Is this inspector’s testimony the only basis for the agency asserting that “To date, all
aircraft carriers are in compliance with the AC by utilizing one of the three methods of
secondary flight deck security?”

o If yes, please explain why DHS is solely relying on this inspector’s statement as
evidence of industry compliance.
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Case Title: 
Whistleblower Disclosure – Flight Deck Issues 

Revised February 28, 2006

Additional investigation regarding this issue was conducted in response to the OSC questions.  The 
following FAA procedures provide greater detail regarding the statement that aircraft carriers are in 
compliance with the requirement to protect the area around the flight deck door during flight. 

Inspector  was re-interviewed on April 13 and May 5, 2020 and provided a more in-depth 
explanation of Advisory Circulars and Regulations.   stated that (AC) 120-110, Subject: Aircraft 
Secondary Barriers and Alternate Flight Deck Security Procedures, dated April 14, 2015 was an 
Advisory Circular that provided the airlines with guidance to achieve effective protection of the flight 
deck, as required by Title 14 of the Code of Federal Regulations (14 CFR) part 121.584(1)(a).  This 
AC is not mandatory and does not constitute a regulation. It describes an acceptable means, but not 
the only means, to comply with pertinent regulatory requirements.  It is guidance for what is required 
by regulation (14 CFR) part 121.584(1)(a). 

This mandatory regulation, (14 CFR) part 121.584(1)(a), includes: 

The requirement to view the area outside the flight deck door, and    

From the time the airplane moves in order to initiate a flight segment through the end of that flight 
segment, no person may unlock or open the flight deck door unless:  

(a) A person authorized to be on the flight deck uses an approved audio procedure and an
approved visual device to verify that:

(1) The area outside the flight deck door is secure, and;

(2) If someone outside the flight deck is seeking to have the flight deck door opened,
that person is not under duress…;

In regards to how FAA verifies that airlines are in compliance with the regulation,  provided the 
name of  Aviation Safety Inspector (Cabin Safety), Aviation Safety, Safety Analysis and 
Promotion Division, AFS-910, Continual Improvement Program Office, Technical Support Team. 

Inspector was interviewed on April 29 and May 5, 2020, and provided information that 
compliance with regulations is verified by FAA Aviation Safety Inspectors (ASI) through Element 
Design Data Collection Tools (ED DCT) and Element Performance Data Collection Tools (EP DCT).   
Element Design Data Collection Tools (ED DCT) are inspections of the certificate holder’s written 
manuals and procedures. These tools measure a certificate holder’s operating system manuals to 
confirm that the certificate holder has established procedures to ensure compliance with FAA 
regulations.  Data collected through field inspections using the Element Performance Data Collection 
Tools (EP DCT) confirms the certificate holder is following its procedures and producing the intended 
result.   

Inspector  provided the following ED DCT questions that are asked in regards to regulation (14 
CFR) part 121.584(1)(a).  (Note that AC-120-110 is also referenced in the question, as guidance for 
the regulation):   
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Case Title: 
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Revised February 28, 2006

QID 2485 
Do the procedures specify that, from the time the airplane moves to initiate a flight segment through 
the end of that flight segment, a person may not unlock or open the flight deck door unless a person 
authorized to be on the flight deck uses an approved audio procedure and an approved visual device 
to verify that:  
#1 The area outside the flight deck door is secure;  
#2 If someone outside the flight deck is seeking to have the flight deck door opened, that person 
is not under duress; and  
#3 After these requirements have been satisfactorily accomplished, the crewmember in charge on 
the flight deck authorizes the door to be unlocked and open? 

REFERENCES: 121.584, 121.584(a), 121.584(b), AC-120-110 

Inspector  provided the following EP DCT question, used during field observations/inspections, 
to confirm the certificate holder is following regulation (14 CFR) part 121.584(1)(a) procedures and 
producing the intended result (Note that AC-120-110 is also referenced in the question, as guidance 
for the regulation):   

QID 12886 
Did the flight crewmembers follow the approved procedure for unlocking or opening the cockpit door 
while the aircraft was operated?  
REFERENCES: 121.584, AC-120-110 

If it is determined via inspections using the ED DCT and EP DCT process that airlines (certificate 
holders) are not in compliance with the required regulation, the FAA employs either Compliance 
Actions or Enforcement Actions to correct the problem.  A ‘Compliance Action’ is a method used to 
correct unintentional deviations or noncompliance that arise from factors such as flawed procedures, 
simple mistakes, lack of understanding, or diminished skills.  ‘Enforcement Actions’ are either 
administrative enforcement actions, and include streamlined actions, warning notices, or letters of 
correction; or legal enforcement actions that include sanctions. 

FAA Supervisory Aviation Inspector  was interviewed on May 5 and 7, 2020 regarding 
current compliance with regulation (14 CFR) part 121.584.   stated that if there are 
negative findings on any of the responses to the above questions the inspector must take an action to 
rectify the issue.  He said that after review of the historical surveillance safety data available in FAA 
records, it was determined there are no 14 CFR part 121 certificate holders (airlines) that are not in 
compliance with 14 CFR part 121.584.  He said there have been several instances of airline 
personnel not following their approved procedures for flight deck door transitions.  In each case, the 
airline subsequently completed the required compliance actions, verified by the FAA Certificate 
Management Team, and the airlines remained in compliance. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Attachment #2 
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Case Title: 
Whistleblower Disclosure – Flight Deck Issues 

Revised February 28, 2006 

MEMORANDUM OF INTERVIEW 
OR ACTIVITY 

Type of Activity: 
 Personal Interview 
 Telephone Interview 
 Records Review 
 Other 

Date and Time: 

 April 15 to May 18, 2020 

Activity or Interview of: 
 Acting Deputy Executive 

Director – Aviation 
Policy, Plans, and Engagement 

 Industry Engagement 
Manager - Aviation Division 
Policy, Plans, and Engagement 

 
TSA Liaison to FAA 
Policy, Plans, and Engagement 

Conducted by 

SA  

Location of Interview/Activity: 

Teleworking  
COVID-19 Telework Procedures 

Subject Matter/Remarks 

The following question was forwarded from the Office of Special Counsel (OSC) in regards to the 
previously submitted Report of Investigation under this file number: 

In the cover letter of the report, it states that TSA sought guidance in 2018 from the Aviation Security 
Advisory Committee (ASAC) regarding the effectiveness of secondary barriers.  It noted that the 
report was not finished at that time.    

a. Has the report been completed?  If not, what is the status and the expected completion
date?

b. If the report has been completed, we ask that the agency provide OSC with a copy of
the report, its findings, and a summary of any actions taken in response to that report.

On April 22, 2020,  provided a copy of the ASAC report titled ‘Secondary Barriers on 
Commercial Passenger Aircraft’, dated December 2018, which states the working group found 
consensus on the need for some type of secondary barrier system to protect against cockpit 
intrusions, but it did not come to a consensus on the need for installed physical secondary barriers. 
(Attachment)  The report noted that Congress passed a law in 2018 directing FAA to ensure future 
aircraft are constructed with secondary barriers.    
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On April 23, 2020,  stated that the report was received by the TSA Administrator in 
December 2018.  He said that between the ASAC report and input from a variety of stakeholders, 
there was no consensus on a way forward in regard to secondary barriers.  As a result, no additional 
taskings were received by his office.   

On May 13, 2020,  stated that internal discussions within TSA and FAA ultimately 
ended in concurrence and the belief that existing measures (primary cockpit reinforced doors, FFDO 
program, Common Strategy training, etc.) sufficiently addressed the concern.  The creation of a 
regulatory requirement for airlines to design/install secondary barriers in existing aircraft was not seen 
as a benefit that outweighed the burden and cost to the industry, in light of the layered security 
measures already in place.   

 also provided the following language from H.R.302 - FAA Reauthorization Act of 2018, which 
was passed into law in October 2018: 

SEC. 336. <<NOTE: Saracini Aviation Safety Act of 2018.>> 
SECONDARY COCKPIT BARRIERS. 

(a) <<NOTE: 49 USC 44903 note.>> Short Title.--This section may be
cited as the ``Saracini Aviation Safety Act of 2018''. 

(b) Requirement. -- Not later than 1 year after the date of the
enactment of this Act, the Administrator of the Federal Aviation 

Administration shall issue an order requiring installation of a 
secondary cockpit barrier on each new aircraft that is manufactured for 
delivery to a passenger air carrier in the United States operating under 

the provisions of part 121 of title 14, Code of Federal Regulations. 

 stated that TSA liaison to FAA,  could possibly provide additional information.  

On May 15, 2020,  said that the Chairman of the ASAC committee on Secondary Barriers,  
, stated the following in his transmittal email of the report to the working group:   

“Attached is the Final Report of the Secondary Barrier Working Group.  As you will note, in view of a 
lack of consensus among the Working Group members, the report is simply informational, with no 
recommendations and with Working Group members advancing their own opinions on whether 
installed secondary barriers should be required on commercial passenger aircraft.” 

 also said that the discussions between TSA and FAA, concurring that no additional action would 
be taken regarding existing aircraft, occurred at the conclusion of the working group sessions.  He 
said these decisions were made when it was clear that the Secondary Barrier Working Group was not 
going to come to a consensus regarding a recommendation, and after Congress passed legislation 
requiring only future aircraft to include secondary barriers.  He said that those involved in these 
discussions included himself,  (former TSA Deputy Director of Aviation), and members of the 
FAA providing support to the Working Group, , , and .  
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Executive Summary

Protection of the aircraft flight deck is a primary goal of numerous layers of avia-
tion security. In recognition of that fact, and shortly following the attacks of 9/11, 
Congress required the Federal Aviation Administration (FAA) to strengthen flight 
deck doors and locks and prohibit access to the flight deck. Congress also called on 
FAA to implement methods of securing the area in front of the flight deck door. 

In July 2018, the TSA administrator asked the Aviation Security Advisory Commit-
tee (ASAC) to “assess the landscape” of secondary barriers on commercial passen-
ger aircraft. In response to this request, ASAC created an ad hoc Secondary Barriers 
Working Group (the WG). This working group, composed of government and indus-
try security experts, has reviewed extensive documentation and presents its find-
ings in this report. 

Subsequent to the ASAC receiving the TSA’s tasking, Congress took the additional 
step in October 2018 of mandating that FAA issue an order requiring installation of 
a secondary cockpit barrier on each new aircraft that is manufactured for delivery 
to a 14 CFR 121 U.S. passenger air carrier. 

The WG found consensus on the need for some type of secondary barrier system 
(SBS) to protect against cockpit intrusions when the hardened door is opened. This 
consensus is also reflected in current FAA regulations. However, the group does not 
have consensus on the need for installed physical secondary barriers (IPSBs). A sur-
vey of airlines shows that two U.S. air carriers have installed IPSBs on some aircraft, 
but no others currently have plans to equip their fleets with them. 

Due to the lack of consensus concerning the need for costs and benefits of IPSBs, 
each organization was invited to express its own views and rationale for either 
supporting or not supporting IPSB equipage, and to provide other relevant informa-
tion in support of their respective positions. This approach should provide TSA with 
a well-rounded understanding of all proffered viewpoints and arguments, both pro 
and con, in addition to the other information requested. 
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I. Background

By letter dated July 15, 2018, TSA Administrator  requested that the 
ASAC “assess the landscape of existing information on the issue of secondary barri-
ers on commercial passenger aircraft.” Following are the specific requests listed in 
the administrator’s letter:

1. Consult with the FAA with respect to activities or actions taken concern-
ing air carrier operations that may affect the ASAC’s assessment;

2. Review documents and literature attached to the letter (Advisory Circu-
lars, white papers, reports, etc.);

3. Evaluate the types of secondary barriers that are currently installed and 
in use onboard commercial passenger aircraft and/or are available to 
install onboard aircraft;

4. Evaluate the security risk of not having a secondary barrier and provide 
a cost-benefit analysis should such barriers be required; and

5. Include the number of passenger airlines currently using a secondary 
barrier or are considering the use of secondary barriers onboard their 
aircraft.

In response, ASAC convened an ad hoc Secondary Barrier WG (the WG) to review 
the administrator’s request and provide the subject-matter expertise needed to 
answer the various questions presented. The WG was co-chaired by ASAC Chair-
man  and TSA Federal Aviation Administration (FAA) Liaison  

 and included pilots, flight attendants, aircraft mechanics, air carriers, general 
aviation, aircraft manufacturers, and the FAA and met in Washington, D.C., on Sep-
tember 6, 2018. A complete list of WG participants is included as Appendix A, which 
includes TSA and FAA support personnel.

The WG has assembled a great deal of data and positions on the issue of flight deck 
protection on commercial passenger aircraft, not all of which was discussed during 
the meeting on September 6. Airline labor interests argue that the installation of 
secondary barriers is necessary for flight deck protection, while manufacturers and 
aircraft operators contend that existing protections are adequate. The FAA also con-
tinues to maintain that existing procedures provide adequate flight deck protection. 

In a significant development that occurred after the TSA’s tasking to ASAC, on Octo-
ber 5, 2018, the president signed the FAA Reauthorization Act of 2018 (Public Law 
115-254). Section 336(b) of this law provides that:

Not later than 1 year after the date of the enactment of this Act, the Adminis-
trator of the Federal Aviation Administration shall issue an order requiring 
installation of a secondary cockpit barrier on each new aircraft that is manu-
factured for delivery to a passenger air carrier in the United States operating 
under the provisions of part 121 of title 14, Code of Federal Regulations.
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Accordingly, installed secondary barriers will be required equipment on new pas-
senger aircraft in the future. The legislation does not, however, address whether 
they should or will be installed on aircraft currently in the fleet.

A. Defining the Scope

The first issue arising out of the tasking letter concerned the definition of “sec-
ondary barrier” within the context of the questions raised by TSA. Several WG 
members submitted that the scope should be limited to installed physical sec-
ondary barriers and believe that is the TSA’s intent within the tasking. Others 
argued that the definition should be broader and should include improvised 
barriers and human secondary barriers. The WG did not reach consensus on this 
question, as is explained in further detail in this report. However, a discussion 
of the perceived advantages and disadvantages of IPSBs necessarily includes a 
comparison between them and other measures used to protect the flight deck. 
The WG representatives provided their views on the scope issue during the 
meeting and within their respective sections of this report.

B. Current Practice

Federal Aviation Regulation 14 CFR §121.584 provides in relevant part that 
“no person may unlock or open the flightdeck door unless the area outside the 
flightdeck door is secure.” FAA Advisory Circular (AC) 120-110, “Aircraft Sec-
ondary Barriers and Alternate Flight Deck Security Procedures,” sets forth three 
means of compliance with §121.584, all of which are referenced in RTCA  
DO-329, Section 2:

1. Installation of an installed physical secondary barrier (IPSB)
2. Use of an Improvised non-installed secondary barrier (INSB) 
3. Use of human secondary barriers (i.e., flightcrew members)

Air carriers must “present the method and objective evidence of compliance” to 
their FAA principal operations inspector (POI) for approval. FAA has informed 
the WG that it believes that any of the methods described above are adequate 
and that the cost of mandating IPSBs outweighs any safety or security benefits 
obtained thereby.

II. Answers to Taskings

Following are the WG’s responses to the specific questions included in the adminis-
trator’s tasking letter:

1. Consult with the FAA with respect to activities or actions taken concern-
ing air carrier operations that may affect the ASAC’s assessment.
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 ¾ The FAA has been consulted and has been made a participant of the 
Secondary Barrier WG. Representatives of both the FAA Flight Stan-
dards and Aircraft Certification Services participated.

2. Review documents and literature attached to the letter (Advisory Circu-
lars, white papers, reports, etc.).

 ¾ The WG has reviewed the documents attached to the tasking letter
and the contents of these documents have been used in the WG’s 
deliberations.

3. Evaluate the types of secondary barriers that are currently installed and
in use onboard commercial passenger aircraft and/or are available to
install onboard aircraft.

 ¾ Airlines for America (A4A) conducted a survey of U.S. passenger
airlines in response to this task. The survey, provided as Appendix B, 
reveals that two U.S. passenger airlines are using IPSBs and that they 
are equipment on only a portion of their fleets. A4A states that the 
direct cost of the barriers used by these airlines ranged from $15,000 
to $55,000, but the direct costs could be greater for other types of 
aircraft.  No other carriers indicated that they are planning to install 
secondary barriers in the future. 

4. Evaluate the security risk of not having a secondary barrier and provide
a cost benefit analysis should such barriers be required.

 ¾ The WG does not have a consensus position on this question. The
views of the WG members on this question are contained in Section 
III, as they have chosen to provide them.

5. Include the number of passenger airlines currently using a secondary
barrier or are considering the use of secondary barriers onboard their
aircraft.

 ¾ This is answered in question number 3 above and in Appendix B.

III. Responses to Tasking Number 4

As stated above, the responses to tasking number 4 vary considerably among the 
members of the WG—there is no consensus. To provide TSA with the clearest pic-
ture of these differing views, and to permit the members to express themselves as 
they wished, it was determined that the report should include responses to this 
tasking as proffered by “blocs” of organizations, specifically: 

1. Aircraft manufacturers
2. Air carriers
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3. Airline pilots
4. Airline flight attendants and aircraft mechanics

Following are the responses to tasking number 4 from these differing viewpoints:

1. Aircraft Manufacturers

A. Reply to Assigned Action Item

To assess the financial impact of any requirement to install IPSBs, the manufac-
turer members of the WG (i.e., Airbus, Boeing, Embraer, Bombardier, and GAMA) 
were tasked with an action item to provide a description of the cost drivers 
involved in the installation of secondary barriers in passenger aircraft. The fol-
lowing items should be considered as part of a cost-benefit analysis: 

 ¾ Establishing a requirement for IPSBs for commercial airplanes in 14 CFR 
Part 121 service introduces several additional costs. The costs identified 
in the TSA’s report to Congressi significantly underestimated the overall 
cost of IPSBs.

 ¾ Unlike the secure, hardened cockpit door—for which certain funds were 
made available by Congress—the cost of IPSBs is expected to be borne 
by industry (i.e., operators and manufacturers). 

 ¾ There is currently a lack of clarity about existing secondary barrier 
guidance. The lack of clarity calls into question exactly which pathways 
to compliance would be acceptable to the regulatory bodies. The lack of 
clear guidance will drive additional costs into the certification process 
unless further addressed by Federal Aviation Administration (FAA). 
However, specific cost drivers that should be considered as part of any 
cost-benefit analysis that would accompany an FAA regulation requiring 
installed secondary barriers include aircraft design changes, operator 
costs, and additional considerations, as explained below.

Aircraft Design Changes

Configuration—The potential impact on aircraft and monument structure must be 
considered, which depend on the aircraft type and cabin layout.ii As an example, 
structure and monuments may have to be reinforced to ensure that the secondary 
barrier can be attached and meet certain standards (e.g., imparted energy iden-
tified in RTCA DO-329, Section 2.1.3) and existing regulations. Unlike when the 
requirement was introduced for hardened flight deck doors (i.e., 14 CFR 25.795), 
where existing bulkheads and door structures were in place and simply modified, 
an IPSB would require additional aircraft design layout changes beyond the instal-
lation of a device.
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Interior configurations without monuments on either side of the aisle or a single 
monument on only one side of the aisle involve still more very significant design 
layout changes to accommodate secondary barriers.

The DO-329 standard does not specify with accuracy the distance from the rein-
forced cockpit door to the barrier. The specification is subjective (e.g., “adequate 
area”). An inadequate interpretation of this “adequate area” could prevent the cre-
ation of a safe zone for the pilots (see next item). 

On some aircraft interior configurations, (i.e., regional aircraft and single-aisle 
aircraft with narrow flight deck door approach aisles), the restricted area outside of 
the cockpit door is not large enough to effectively isolate the vestibule area created 
by the secondary barrier from the cabin while the flight deck door is opened.

Additionally, flight crew accessibility to emergency equipment may become re-
stricted for regional carriers in narrow-aisle aircraft. In some configurations, the 
emergency equipment is installed in the forward wardrobe (e.g., megaphone, fire 
extinguisher bottles, etc.). This is needed due to the lack of alternate locations in 
some higher-capacity configurations or for safe storage. The wardrobe could end up 
forward of the installed secondary barrier system location and the installed emer-
gency equipment could then become inaccessible to the cabin crew in an emergen-
cy situation. For some aircraft configurations, even in the standard forward cabin 
installation locations, required emergency equipment may ultimately be separated 
from cabin crew by a secondary barrier.

Establishing a requirement for an IPSB that conforms to the current DO-329 defi-
nition would limit the ability to use high-density cabin configurations and likely 
reduce the number of possible seats, because of requirements to have a distance 
between the hardened flight deck door and the IPSB. This could directly impact the 
operator’s revenue opportunity. 

Certification—Current Supplemental Type Certificate (STC) solutions were certified 
with safety, not security, performance objectives and would require recertification 
under any new requirements. The engineering development costs are not a single 
event for the aircraft OEM or third-party provider, but would be required for each 
airplane model and cabin configuration. One size will not fit all. In addition to the 
engineering development cost, each installation would drive additional certifica-
tion costs between the applicant and the FAA including the changes that would be 
required to be approved by the FAA, such as the Aircraft Flight Manual (AFM) and 
other procedure documents. Considerations in this regard include the following:

 ¾ Any new or retrofit design for an IPSB must demonstrate compliance with 
the existing governing regulations (i.e., flight and cabin crew flight deck 
egress and ingress, rescue crew ingress, decompression, structural loads, 
electrical [if required], intended function, etc.).
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 ¾ Review of existing evacuation certification for each aircraft configuration 
including flight crew egress to ensure continued compliance.

 ¾ Review of other existing certifications for each aircraft configuration in-
cluding decompression, structural loads, rescue crew ingress, etc., to ensure 
continued compliance.

 ¾ Review of existing evacuation certification for each aircraft configuration 
including potential flammability considerations (e.g., if netting is utilized) to 
ensure continued compliance.

 ¾ The costs for new airplane design compared to retrofit solutions would vary 
greatly. 

 ¾ Other document revisions and certification (e.g., MMEL, FOM)iii

Operator Costs—Aircraft operators will experience additional costs related to the 
carriage and maintenance of IPSBs, including the following:

 ¾ Weight penalty, including required additional fuel. Estimates from A4A of 
the overall weight are approximately 75 pounds on current installations for 
cables and nets that use existing monuments. Secondary barrier require-
ments that establish a need to reinforce aircraft structure would significant-
ly increase the weight penalty on the operator.

 ¾ Maintenance
 ¾ Spares
 ¾ Failure and associated out of service/dispatch costs (e.g., MMEL, DDG)
 ¾ Crew and pilot training
 ¾ Aircraft manuals (e.g., AFM, AOM)
 ¾ Need for additional equipment
 ¾ Need for part number re-identification and new installation number
 ¾ Interior interchangeability

Additional Considerations—There are other considerations that would need to be 
addressed should the government require IPSBs, including the following:

 ¾ The rulemaking process and associated standards would need to be harmo-
nized among international regulatory authorities (i.e., FAA/EASA/TCCA and 
ANAC).

 ¾ The data approval required for compliance will need to be defined, and the 
applicability according to an aircraft’s airworthiness characteristics (i.e., 
regional commercial aircraft, single-aisle commercial, or wide-body com-
mercial aircraft).
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 ¾ Consideration should be given to the FAMS’ requirement
 

 ¾ Cabin crew workload

B. Background and Discussion

Following the attacks on 9/11, the secretary of transportation formed a Rapid 
Response Team (RRT) on Aircraft Security which made a number of recommen-
dations to immediately enhance aircraft security, one of which concerned flight 
deck protection:

Recommendation 1: We recommend that some appropriate barrier device 
be approved, and installation begin within 30 days. Installation throughout 
the entire U.S. fleet should be completed in 90 days. We recommend that FAA 
enable the installation of these devices through urgent regulatory action 
that provides the airlines with a simple, expedited method for approval and 
installation.

The intent of this recommendation was instituted in SFAR 92, published in Oc-
tober 2001, which allowed the airlines to immediately install normally noncer-
tifiable devices (e.g., Katy Bars) that essentially barricaded the flight deck door 
while giving relief to certain regulations until enhanced security flight deck 
doors could be developed, tested, certified, and deployed for new airplanes and 
retrofit kits. This action satisfied this RRT recommendation. This recommenda-
tion did not refer to secondary barriers directly.

Another recommendation led to the creation of 14 CFR 121.584 in 2007 through 
Amendment 121-334. The NPRM summary states in part, “The FAA also pro-
posed to add the new Sec. 121.584. This would prohibit unlocking or opening 
the flightdeck door unless a person authorized to be on the flightdeck uses an 
approved audio procedure and an approved visual device to verify that: (1) The 
area outside the flightdeck door is secure; and (2) if someone outside the flight-
deck door is seeking to have the flightdeck door opened, that person is not under 
duress.”

Neither the RRT recommendation, SFAR 92, nor the changes resulting from 
Amendment 121-334 lead directly to a mandatory requirement for an installed 
physical secondary barrier. However, they did lead to the FAA establishing the 
three acceptable methods of securing the area outside the secure flight deck door 
to demonstrate compliance to 14 CFR 121.584; an IPSB, an INSB or the use of hu-
man secondary barriers (i.e., flightcrew members), all of which are actively used 
in the industry today, singly or in combination, which allow the airlines flexibility 
in establishing effective FAA-accepted security programs and procedures.  
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It should be noted that in a survey conducted by A4A (see Section III.2), only two 
of the domestic airlines contacted indicated that they are installing or have in-
stalled IPSBs. Of those, the one carrier’s design that is often cited as an inexpen-
sive design in TSA’s report to Congress in response to the Intelligence Reform 
and Terrorism Prevention Act of 2004 and other reports including those provid-
ed to the participants of this meeting, was only installed on 52 of that carrier’s 
airplanes and is no longer being installed due to increasing costs of materials 
and an absence of the need for it due to other approved procedures. Further, 
these designs were not qualified to the proposed RTCA DO-329 requirements, 
which was not published until much later. In-house estimates by the manufac-
turers show that the actual costs associated with full qualification of a represen-
tative IPSB design using these requirements are many magnitudes higher than 
this oft-quoted proposed low-cost solution.

The FAA-accepted methods, along with the other layers of security in a multi-
layer security approach as exists today in the industry, have demonstrated that 
they provide the industry with flexibility and are effective as demonstrated by 
the fact that no breaches of the flight deck have occurred domestically since 
their institution. Mandated IPSBs will essentially remove that flexibility which 
could, in fact, increase the security risk, not lessen it.

C. RTCA DO-329

There is concern among the manufacturers that the RTCA DO-329 contains 
prescriptive requirements with unclear objectives, methods, and justifications. 
This document is described as being based on testing conducted by a working 
group by security experts with unknown backgrounds in actual testing of this 
type. The resulting requirements raise questions about how representative the 
results are to real-world conditions. What number of tests were run, and was it 
enough to statistically confirm results? What were the test conditions and how 
were those determined (i.e., is this representative and objective?). What was the 
basis for these conditions and what is the supporting data? How many partici-
pants were there and were they statistically representative, and accounting for 
a quick learning curve? What were the statues of the participants, and were they 
statistically representative? What were the skill levels, physical condition, and 
knowledge of aircraft systems of the participants, and were they statistically 
representative? 

According to the document, federal air marshals served in the roles of attackers 
and flight attendants in these tests. By definition, these people are very skilled, 
in good physical shape, and very knowledgeable of the aircraft systems related 
to the flight deck door and the security procedures. Objectively, this is probably 
not representative of the general population.
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Tests were conducted on two single-aisle airplanes, a 757 and a 727 of unknown 
configurations, and a twin-aisle aircraft, the L-1011. This airplane model was 
not retrofitted with an enhanced security flight deck door under FAA mandate. 
As the only twin-aisle model, how does this configuration compare to active 
twin-aisle airplane models that were retrofitted or are in production with 
enhanced security doors systems? How representative were any of these test 
airplanes to current production and in-service commercial passenger aircraft?

It is our understanding from the WG meeting that the FAA has reservations with 
some of the requirements of the RTCA DO-329 document. They indicated that 
they do not agree with the document’s conclusions that the barrier method of 
using blocking crewmembers is not acceptable and that a barrier must delay an 
attempt at breaching for five seconds. They also indicated that they have issues 
with the document’s conclusions regarding the space requirements between an 
attacker and the flight deck door and the conclusions on crew complacency. 

D. Disadvantages of Installed Secondary Barriers

The aircraft manufacturers (i.e., GAMA, Airbus, Bombardier, Boeing, and Em-
braer) appreciate the opportunity to comment on this subject and we strongly 
support the position that IPSBs should not be mandated for commercial pas-
senger aircraft, as we have stated in position letters signed by Boeing, Airbus, 
Embraer, and Bombardier, which were submitted in 2018 to both the House and 
the Senate with regards to House Bill H.R. 4 and Senate Bill S. 1405. We argue 
that current practices of securing the area outside of the secure flight deck 
door during transitions as administered by the FAA are not only sufficient but 
preferable, as they provide options to adapt to differing operational conditions 
and evolving security threats. In addition to the cost-drivers outlined above, we 
submit the following disadvantages, as were presented at the meeting, associat-
ed with a mandatory IPSB:

 ¾ Human complacency and physical limitations were identified as causal 
factors in the 2006 hijacking of Turkish Airlines Flight 1476 in which an 
individual was able to forcefully enter the flight deck inflight with a pack-
age described as an improvised explosive device. The individual was able to 
enter the flight deck because the pilots and flight attendants were talking 
with the flight deck door open, which is a violation of operational policies. An 
IPSB could create a false sense of security and complacency, and could cause 
crews to neglect opening and closing the secure flight deck door quickly or 
properly ensuring that the area aft of the secure flight deck door is clear of 
threats before opening the door.

 ¾ An IPSB, by definition, creates a vestibule between it and the flight deck door. 
A breach and subsequent relocking of an IPSB could provide a nefarious per-
son more uninterrupted time to breach the flight deck door and/or reduce 
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the effectiveness of federal air marshals if they are onboard as this would be an 
impediment for them to have to overcome to be able to subdue a person quickly.

 ¾ For smaller aircraft, the vestibule created by an IPSB will be so close to 
the secure flight deck door that a nefarious person could potentially reach 
through and either hold the secure flight deck door open or grab a crew-
member in the space or both. Allowing other secondary barrier methods 
could mitigate this problem.

 ¾ For smaller aircraft, an IPSB close to the secure flight deck door may act as a 
barrier to cabin/flight crew, impeding or restricting their access to emergen-
cy equipment.

 ¾ Because U.S. carriers are required to swap a crewmember (i.e., flight at-
tendant) into the flight deck when one of the pilots leaves, the size of the 
vestibule may preclude actually allowing the secure flight deck door from 
opening and letting two people exchange places. 

 ¾ The current FAA evaluation of each air carrier’s compliance with 14 CFR Part 
121.584 allows that agency the discretion to appropriately review which type 
of SBS (i.e., IPSB, INSP, or human barrier) is effective for each air carrier’s spe-
cific configurations. Forcing only a single type of barrier, the IPSB, unnecessar-
ily narrows barrier options and creates unintended consequences.

E. Costs

The manufacturers believe that the cost benefit analysis tasking is not within 
the scope of the WG and that it should be the responsibility of the FAA. They also 
believe that the analysis should be risk based and the time to perform a com-
plete and proper cost benefit analysis would be significantly more than what is 
available prior to submittal of this report. However, we would like to comment 
on two documents provided to the WG for review: the TSA’s report to Congress 
in response to the Intelligence Reform and Terrorism Prevention Act of 2004 
and the “Cost-Benefit Analysis of Aviation Security: Installed Physical Secondary 
Barriers (IPSB), Federal Air Marshal Service (FAMS), and Federal Flight Deck 
Officer (FFDO) Program” report dated December 2011 by Mark G. Stewart and 
John Mueller. 

In the TSA’s report, cost data was cited that is discussed above. This is data from 
several years ago and the barrier design used as the basis it was not certified 
to the RTCA DO-329 standards that are now being recommended for secondary 
barriers. Actual costs will be magnitudes higher, therefore these costs are not 
representative.  The TSA seems to recognize this, as evidenced from this state-
ment from their recommendation: 

TSA’s recommendation to not mandate the use of a secondary flight deck 
barrier by the airlines is based on the delicate balance of the cost of engi-
neering and installation that would be incurred by the commercial pas-
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senger aircraft operators to retrofit additional barrier systems versus the 
measurable gain in aircraft security the secondary barrier would provide.

In the research report, “Cost-Benefit Analysis of Aviation Security: Installed 
Physical Secondary Barriers (IPSB), Federal Air Marshal Service (FAMS), and 
Federal Flight Deck Officer (FFDO) Program” dated December 2011 by Mark G. 
Stewart and John Mueller, the authors perform a cost-benefit analysis of the var-
ious secondary barrier types alone and in combination with not just the other 
types, but also considering the influence of the FAMS and FFDOs in these combi-
nations. The two authors also wrote the books, Are We Safe Enough? and Terror, 
Security, and Money. While we have not had the opportunity to review these 
books, we assume that they are based on the analysis the authors documented 
in the research report. The authors use data that, again, is based on an IPSB that 
was designed and installed on a limited number of aircraft soon after the 9/11 
events and prior to the publication of RTCA DO-329, and therefore their initial 
estimates for the IPSB are extremely underestimated which will skew any con-
clusions as to the real costs and benefits of a particular design or combination.
 
The authors also, by necessity, make some assumptions due to lack of data that 
will also influence the outcomes. It is interesting to note that their conclusion of 
the effectiveness of the addition of an IPSB with the secure flight deck door, the 
probability of, “. . . a hijacking being foiled, deterred or disrupted . . .” increase 
from 93.4% to 98.3%. This slight increase in effectiveness must be balanced 
against the costs to achieve it, and as the costs used in this analysis are low, the 
conclusions of this analysis are suspect. The authors do acknowledge that this 
analysis can be used as a basis for further work, and thereby also knowledge 
that data used and assumptions can probably be improved. They state at the end 
of the paper (Section 4.5):

A more detailed and comprehensive study is required to properly model the 
complex interactions and interdependencies in aviation security. This pa-
per provides a starting point for this type of analysis. The assumptions and 
quantifications made here can be queried, and alternate hypotheses can be 
tested in a manner which over time will minimize subjectivity and param-
eter uncertainty inherent in an analysis for which there are little accurate 
data. This should lead to more widespread understanding and agreement 
about the relative cost effectiveness of aviation and other counter terrorism 
security measures.

Lastly, a document was distributed during the meeting, titled “FAA Position on 
Secondary Barriers” in which the FAA made the following statements regarding 
the need for specific requirements and a cost benefit analysis (italics added for 
emphasis):
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“Currently, all passenger-carrying aircraft have a reinforced cockpit door 
and crew procedures to secure the cockpit. The reinforced cockpit doors and 
procedures were enacted after September 11, 2001.
Today, secondary cockpit doors can be added as optional equipment should 
an operator desire to do so. Since secondary cockpit doors are optional 
equipment there are no specific functional requirements for a secondary door. 
If legislation directs installation of secondary barriers, the requirements would 
have to be established to mandate it for all aircraft. This would require engi-
neering analysis and evaluation to determine the effect on the airframe. The 
expense to air carriers and loss of aircraft time would likely have a significant 
economic impact.

A mandate for secondary barriers would be implemented by the rulemaking 
process, to establish the required performance standards and mandate in-
stallation. Rulemaking is normally a 3–5 year process and requires a cost ben-
efit. Since passenger-carrying aircraft already have reinforced cockpit doors, 
we believe that the benefit of mitigating the remaining risk with a secondary 
cockpit door would not outweigh the cost of requiring secondary doors across 
the commercial fleet.

F. Conclusion

The decision to install secondary cockpit barriers should—consistent with TSA’s 
dynamic, risk-based approach to security—remain with individual carriers, and 
not result from a one-size-fits-all federal mandate that does not take into ac-
count the operational complexity of the U.S. aviation system and the variations 
of fleet configuration. Threat analysis, facts, and data should drive policy deci-
sions on the security of aircraft. Aircraft manufacturers and air carriers actively 
communicate and collaborate with both government and industry partners to 
continually review and revise emerging threats and intelligence. TSA and indus-
try stakeholders should focus their resources on further enhancing risk-based 
security programs and deploying more sophisticated technology based on situa-
tional facts and intelligence.

The manufacturers agree that safety and security come first, but mandating 
that an IPSB design be installed in aircraft that provides little security benefit 
beyond existing policies will come with significant costs and could have unin-
tended consequences.

2. Air Carriers

The air carrier representatives were asked to provide data on the effects of a re-
quirement to install IPSBs in passenger aircraft. Following are the data supplied:
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From January 2002 through December 2017, U.S. aircraft operators flew 169.231 
million domestic and international flights and conducted 11.830 billion passenger 
enplanements with zero attempts by terrorists to commandeer an aircraft for use in 
an attack of mass destruction like September 11, 2001.iv Since those attacks, TSA, U.S. 
airlines and airports have implemented and continuously improved a multilayered ap-
proach to security.v This multilayered, risk-based approach has proven successful to 
counter multiple terrorist attack paths and methods to include preventing the breach 
of a flight deck door and subsequent hijacking of a U.S. commercial aircraft. 

The risk of a flight deck door breach remains very low, and current regulations al-
ready require an IPSB, INSB, or a human secondary barrier. These effective alterna-
tive and equivalent measures are important components of a risk-based system. In 
recent years, the probability of attack based on the historical flight data identified 
above is extremely low. Vulnerability is also very low given the randomness of when 
the flight deck door is opened and the ability of pilots and flight attendants to follow 
the prescribed security measures for opening and transitioning the flight deck 
door while in flight. Indeed, the lack of mandated uniformity provides an additional 
security benefit by varying the security measures aboard aircraft and eliminating 
certainty about the specific measures employed on any particular aircraft. Recent 
intelligence reports have underscored the need for carriers to maintain the ability 
to employ a random and unpredictable security strategy. The multilayered security 
measures currently in place have continuously been improved and should be con-
sidered a very high deterrent. 

Regarding the administrator’s request to conduct a cost-benefit analysis, A4A recom-
mends reviewing the stringent requirements defined in RTCA DO-329. These require-
ments would cause a significant change in aircraft configuration requirements and 
some aircraft interior designs may lose vital first-class seats to accommodate an IPSB, 
which would impact revenue opportunity for the airlines. IPSBs would also create on-
going costs associated with additional fuel and maintenance. Further, this would place 
the U.S. airlines at an economic disadvantage compared to foreign airlines that are not 
required to purchase aircraft with these costly airframe modifications. It is critical 
that such costs are only incurred when there is a clear security benefit. 

A4A conducted a request for information with our members and members of the 
Regional Airline Association (RAA) and the National Air Carrier Association (NACA) 
to determine the current use of secondary barriers and projected use of IPSBs. Of 
those airlines that responded, it was determined that two major U.S. airlines cur-
rently use IPSBs on some aircraft, and all U.S. airlines use a combination of INSBs 
and human secondary barriers. Some airlines expressed interest in moving from a 
human secondary barrier to an INSB. 

The two U.S. airlines that have installed IPSBs did so on select fleet types based on 
operational necessity. The first airline to install them did so because of employee 
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concerns post 9/11. This airline was directly involved in the events of 9/11, lost two 
aircraft and numerous passengers and crew, and thus worked with the manufactur-
er to design and test IPSBs to address crew concerns. Beginning in 2004, this airline 
modified a total of 52 aircraft in its fleet but does not have plans to install any addi-
tional IPSBs. The second airline to install IPSBs did so to improve customer service on 
wide-body aircraft used for international flights, as the INSBs blocked both lavatories 
in the front of the aircraft. The airline chose to install an IPSB on the bulkhead near 
the flight deck door to allow one of the two lavatories to remain open for the use of 
first-class passengers. This airline does not plan to install any additional IPSBs. 

Considering the information above, A4A recommends that FAA and TSA consider 
crewmember training and techniques that assist crewmembers with developing the 
proper mindset and mental focus required to accomplish the task of a quick tran-
sition while the flight deck door is opened during flight. RTCA DO-329 offers two 
suggestions for a verbal mantra and a five-second pause designed to develop aware-
ness of the situation, prepare mental focus, and establish a proper mindset prior to 
performing a task. These recommendations could easily be incorporated into cur-
rent crewmember training and would help reduce crew complacency often cited as 
a concern during flight deck door transitions. 

A4A appreciates the opportunity to provide comments in response to the TSA 
administrator’s request to review secondary barriers. The safety and security of 
our passengers and crew has been and will continue to be our highest priority. The 
decision to implement IPSBs should—consistent with TSA’s dynamic, risk-based 
approach to security—remain with individual carriers and not result from a one-
size-fits-all mandate which does not consider the operational complexity of the 
U.S. aviation system and variations of fleet configurations. A potential mandate 
for IPSBs would also add undue costs without a clear security benefit. We strong-
ly believe current regulations, industry standards, and secondary barrier options 
provide aircraft operators enough choice to develop a robust security plan that best 
fits their operational needs. 

3. Airline Pilots

The Air Line Pilots Association, Int’l (ALPA) and the Coalition of Airline Pilots Associ-
ations (CAPA) are very appreciative to the TSA administrator for calling on the ASAC 
to examine the subject of secondary barriers on commercial passenger aircraft. ALPA 
and CAPA stand together in firm support of the installation of IPSBs. Both organiza-
tions are longtime proponents of IPSBs on passenger aircraft because we have seen 
firsthand that their performance exceeds other inferior methods of protecting the 
flight deck. (We also believe that secondary barriers should be installed on all-cargo 
aircraft but understand that issue is outside the scope of this report.) Accordingly, 
we have urged U.S. legislators for a requirement for IPSBs, which was partly realized 
within the recently signed FAA Reauthorization Act of 2018, P.L. 115-254. The law 



REPORT OF THE AVIATION SECURITY ADVISORY COMMITTEE  |  SECONDARY BARRIERS ON COMMERCIAL PASSENGER AIRCRAFT 

DECEMBER 2018 16

mandates that FAA issue an order requiring IPSBs on each new aircraft manufactured 
for delivery to a passenger air carrier operating under FAR Part 121. 

With respect to tasking number 4, we believe that answering the following ques-
tions addresses the TSA’s inquiry:

1. Is there a security need to create an SBS in front of the flight deck?
2. What options are available to create an SBS?
3. Are all SBS options equal or is one superior to the others?
4. What is the cost-benefit ratio of the superior SBS option?

Is there a security need to create an SBS in front of the flight deck door?  
Shortly after the attacks of 9/11, then-DOT Secretary Norman Mineta created a 
Rapid Response Team (RRT) on Aircraft Security, and another such team on airport 
security. The three principals on the RRT, who were aided by other aviation stake-
holder members and senior DOT and FAA experts, were: , vice chair-
man of American Airlines; , recently retired Boeing vice president of 
engineering and technology; and Capt. , president of ALPA. The RRT 
produced 17 recommendations, the first of which concerned flight deck protection, 
as follows:

Recommendation 1: We recommend that some appropriate barrier device 
be approved, and installation begin within 30 days. Installation throughout 
the entire U.S. fleet should be completed in 90 days. We recommend that FAA 
enable the installation of these devices through urgent regulatory action 
that provides the airlines with a simple, expedited method for approval and 
installation.

This recommendation has yet to be implemented, but as stated above, Congress 
recently included a requirement for IPSBs on new aircraft within P.L. 115-254.

In 2001, Congress passed P.L. 107-21, The Aviation and Transportation Security Act 
of 2001, which called on FAA to require that, “flight deck doors remain locked while 
any such aircraft is in flight except when necessary to permit access and egress by 
authorized persons; and . . . take such other action, including modification of safety 
and security procedures and flight deck redesign, as may be necessary to ensure 
the safety and security of the aircraft.” In 2005, FAA published a notice of proposed 
rulemaking (NPRM) to comply with the congressional mandate. The final rule was 
published in 2007 and included new regulation 14 CFR §121.584 which provides 
that, “no person may unlock or open the flightdeck door unless the area outside the 
flightdeck door is secure.” It is clear from this chain of events that the U.S. govern-
ment, airline industry, and labor are in strong agreement that the area in front of 
the flight deck door must be secured before the door is unlocked and opened.
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In addition to the regulatory requirement, FAA also added additional components 
to airline procedures specific to when the flight deck door is opened. FAA Notice 
8400.10 states, in part, that airlines must have:

 ¾ Flight attendant procedures to verify there are no passengers in any forward 
lavatory, and no passengers are standing in the area surrounding the flight 
deck door. 

 ¾ Flight attendant procedures for blocking the passenger aisle when the flight 
deck door is opened.vi 

Airlines are given leeway to determine the type of SBS to be used for blocking ac-
cess to the flight deck on their respective aircraft, and such measures are instituted 
with the approval of the FAA’s principal operations inspectors. The requirement for 
such procedures demonstrates that merely having this area vacated by passengers 
is inadequate. When the door is opened, there must also be some type of addition-
al physical barrier between passengers and the flight deck. As the FAA states in 
AC 120-110, “The opening and closing of the flight deck door (referred to as “door 
transition”), reduces the protective anti-intrusion/anti-penetration benefits of the 
reinforced door, if crewmembers do not properly use established procedures and/or 
equipment. During this door transition, the flight deck is vulnerable.”

According to the Department of Homeland Security’s (DHS’s) September 14, 2018, 
National Terrorism Advisory System Bulletin, “[we] continue to face one of the 
most challenging threat environments since 9/11, as foreign terrorist organiza-
tions exploit the Internet to inspire, enable, or direct individuals already here in the 
homeland to commit terrorist acts.” Terrorism analysts inform us that according to 
current intelligence, aviation continues to be the “gold standard” target of terrorist 
groups. While there are certainly more and better layers of security protecting the 
flight deck than prior to 9/11, terrorists have a demonstrated pattern of returning 
to what has worked in the past. ALPA believes that the flight deck continues to be an 
attractive terrorist target and all reasonable efforts should be made to protect it.

Based on these facts, it is unmistakably clear that there is presently a security need 
to have an SBS in front of the hardened flight deck door before it is unlocked and 
opened in flight. 

What options are available to create an SBS? 
In 2003, ALPA was asked by representatives of a U.S. legacy airline to receive a 
briefing on their implementation of what they referred to as “secondary barri-
ers.” ALPA met with the airline representatives and learned that several dozen of 
their aircraft had been equipped with lightweight, inexpensive (i.e., a few thou-
sand dollars) barriers composed of stainless-steel cables strung horizontally 
between two vertical steel bars on a monument(s) situated on the cabin side of 
the hardened flight deck door. A picture of such a barrier is provided at Appendix 
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C. It was explained that the purpose of these barriers was to deter a rapid cock-
pit breach when the flight deck door was opened in flight. It was further noted 
that the air carrier was equipping the aircraft with the barriers during overnight 
maintenance so that they were not taken out of service. The carrier representa-
tives described their timeline for equipping the entire fleet of their aircraft and 
solicited ALPA’s support for the barriers. ALPA agreed with the airline on the need 
for them, because it was clear that they capably addressed an ongoing security 
threat related to the potential for able-bodied terrorists to overcome the flight 
crew when the hardened door was opened in flight. Another obvious benefit of the 
barriers when closed is that they can identify someone, who through their overt 
actions against the IPSB, is intent on attacking the flight deck.

FAA amended FAR 121.587 in 2002 to require authorized persons seeking access 
and egress to the flight deck to comply with FAA-approved procedures regarding 
the opening, closing, and locking of the flightcrew compartment doors. About this 
same time, FAA published the above-referenced Notice N8400.51, Procedures for 
Opening, Closing, and Locking of Flightcrew Compartment Doors, which addresses 
air carrier procedures to open the flight deck door during flight operations and 
addresses the intent of the ICAO standards for monitoring the area outside the flight 
deck door. In 2015, FAA clarified via Advisory Circular 120-110, as stated above, 
that three types of SBS are acceptable to the agency: IPSBs, INSBs, and human 
secondary barriers.

Are all SBS options equal or is one superior to the others?
In 2008, FAA called on RTCA, then a Federal Advisory Committee, to “Review the 
existing procedures of various carriers in order to develop a set of standards to 
determine compliance with FAR 121.584. Determine what methodologies should be 
employed to comply with FAR 121.584 today.” In response, RTCA established SC-
221, “Aircraft Secondary Barriers and Alternative Flight Deck Procedures,” which 
was co-chaired by representatives of United Airlines and Boeing. As directed by 
FAA, SC-221 leadership invited and received participation from regulators, industry, 
and other applicable parties, including TSA, federal air marshals, aircraft manufac-
turers, equipment manufacturers, airlines, modification centers, pilots, flight atten-
dants, and other trade associations. 

SC-221 established a working group composed of security experts who tested all 
three types of SBS. Demonstrations of the ability of these SBSs to protect the flight 
deck were conducted on a B-757, B-727, and L1011 using able-bodied persons who 
charged all three types, which were placed in front of the cockpit door. Federal air 
marshals served in the roles of attackers and flight attendants in these tests.

Based on the tests and its deliberations, SC-221 concluded in its report, RTCA  
DO-329, that SBS effectiveness should be “judged by its demonstrated ability to 
delay an attempted breach for at least 5 seconds. The demonstration can be accom-
plished by test and/or analysis. The SBS shall maintain its integrity to the extent 
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that access to the flight deck is denied for at least 5 seconds starting from the point 
when the SBS is first engaged or touched.” 

SC-221 recorded the results of these tests and that information was provided to FAA’s 
Office of Flight Standards (AFS-007) as sensitive security information (SSI). SC-221 
was not asked to, nor did it, include the results of those tests in its public report (i.e., 
RTCA DO-329) nor did it make recommendations concerning SBS equipage/use to 
comply with FAR 121.584. The report states in part, however, that “using blocking 
crewmembers without additional equipment did not produce satisfactory results.” 
Despite this outcome, FAA has deemed that use of blocking crewmembers, aka human 
secondary barriers, is one of the three satisfactory SBS methods.

Based on our participation on SC-221, we have firsthand knowledge that the IPSB is 
demonstrably superior to the other types of SBS. If not done already, we believe that 
TSA should consult with the FAA and obtain the actual SSI test results of all three 
SBS types so that the agency has a better understanding of their performance. 

Because of SC-221’s tests, we know that:

 ¾ Only IPSBs provide a confirmation to the hostile intent of a perpetrator 
and give crewmembers the necessary reactionary gap to defend the flight 
deck. The use of ramming devices and/or multiple attackers are examples of 
threats that are best mitigated by IPSBs. 

 ¾ Only IPSBs are “force multipliers” for flight attendants working the cabin 
of passenger aircraft, especially those aircraft in which only a single flight 
attendant is present. Other barrier methods could require up to three flight 
attendants, thereby distracting them from other important safety and ser-
vice duties. 

 ¾ IPSBs can mitigate human complacency and physical limitations. These were 
identified as causal factors in the 2006 hijacking of Turkish Airlines Flight 
1476 in which an individual was able to forcefully enter the cockpit inflight 
with a package described as an explosive. 

 ¾ IPSBs do not require the human performance element for success that INSBs 
and human barriers do, other than the simple act of connecting the barrier, 
which also significantly reduces the exposure of flight attendants to injury. 
Also, only IPSBs counter reduced threat mitigation time due to such factors 
as fatigue, stress and vigilance. 

What is the cost-benefit ratio of the superior SBS option? 
As discussed above, the superior option of the three SBS is the IPSB. The cost-bene-
fit of the IPSB obviously depends on such factors as its installed cost, maintenance 
costs, and weight, in addition to its ability to mitigate the security vulnerability cre-
ated by the opened cockpit door. The IPSB installed on United’s B-757 was reported 
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in 2003 to cost a few thousand dollars and weigh a few pounds (i.e., approximately 
10 pounds). TSA’s report to Congress in response to the Intelligence Reform and 
Terrorism Prevention Act of 2004 (P.L. 108-458), cited an average cost of $9,000 
per aircraft for a retrofitting program and design engineering costs for each air-
craft type of $60–75,000. The agency noted that the need to engineer a bulkhead 
or design a different type of barrier from the one installed by United could create 
additional, unknown costs. IPSBs installed on new aircraft by the manufacturer 
could be expected to cost and weigh considerably more than those installed by the 
air carrier or its contractor.

Two accomplished researchers and authors, Mark Stewart and John Mueller, have 
done a considerable amount of work on the cost-benefit of aviation security mea-
sures. Stewart is a professor of civil engineering and director of the Centre for  
Infrastructure Performance and Reliability at the University of Newcastle in Aus-
tralia. Mueller is a senior research scientist at the Mershon Center for International 
Security Studies and professor of political science at Ohio State University, and a 
senior fellow at the Cato Institute. A 2018 book co-authored by these individuals, 
Are We Safe Enough?, goes into considerable depth and detail about aviation security 
threats and the costs and benefits of countermeasures, including a section on IPSBs. 
Following are a few relevant highlights from the book:

 ¾ Good security is expensive. The inflation-adjusted cost of screening passen-
gers when performed by the airlines’ contractors in 2000 was about $835 
million in 2015 dollars. TSA’s expenditures for the equivalent services cost 
more than six times that amount in FY 2016, at $5.436 billion.vii

 ¾ Aviation security measures in the aggregate badly fail a cost-benefit anal-
ysis. The U.S. spends over $10 billion annually to deter, disrupt, or protect 
commercial aviation against attacks. If each life saved by these measures is 
valued at $15 million, it would be necessary for aviation countermeasures 
to have prevented or protected against 600–700 aviation terrorism-related 
deaths in the U.S. each year. The total number of people killed worldwide by 
terrorist attacks on aircraft is fewer than 22 per year.viii

 ¾ The IPSB weighs about 10 pounds and costs less than $10,000, with some 
estimates as low as $3,500. Equipping 6,000 commercial aircraft in the U.S. 
with an IPSB which costs $10,000 would cost no more than $60 million. An-
nualizing this cost over 15–20 years with a 3% discount rate, the cost equals 
$5 million per year for the entire fleet.ix

 ¾ If the hardened cockpit door is enhanced by an IPSB, the door’s deterrence 
against a hijacking is increased from 25% to 75%.x

 ¾ The IPSBs benefit-to-cost ratio is 75 and the hardened cockpit door’s ratio 
is slightly higher at 82. In comparison, Checkpoint/Transportation Security 
officers and travel document checkers score only 0.10.xi



REPORT OF THE AVIATION SECURITY ADVISORY COMMITTEE  |  SECONDARY BARRIERS ON COMMERCIAL PASSENGER AIRCRAFT 

DECEMBER 2018 21

Summary—The most vocal proponents of IPSBs are the pilots who have actually 
flown with them. There have been no reported operational or security issues from 
these pilots about IPSBs, and their biggest concern stems from the fact that airlines 
are removing them from their aircraft, retiring aircraft with them installed, and/
or are not making plans to retrofit them on the current fleet. Accordingly, ALPA and 
CAPA believe that a strong case is made for requiring commercial passenger aircraft 
to be equipped with IPSBs.

4. Airline Flight Attendants and Aircraft Mechanics

One of the currently approved methods of flight deck protection is the use of flight 
crew personnel as a secondary barrier. Flight attendant aircraft-defense training is 
long overdue for a paradigm shift in order to effectively “prepare the crew members 
for potential threat conditions,” (see 49 USC 44918(a)(1), et seq.). The Association of 
Flight Attendants-CWA, AFL-CIO (AFA) takes the position that it is time for the TSA 
and FAA to ensure that statutory program elements for such training are mandated 
by security program regulation. This is particularly important for those operations 
in which flight attendant crew must defend the flight deck with no IPSB to slow 
down an attack to breach the flight deck door.  AFA also recommends, as explained 
below, that additional flight attendants be required in certain aircraft to provide 
the necessary flight deck protection. The Aircraft Mechanics Fraternal Association 
(AMFA) concurs with the AFA position.

AFA has been involved with the discussions and considerations regarding second-
ary barriers on commercial aircraft since the attacks of September 11, 2001. AFA 
was a member of the Secretary of Transportation’s Rapid Response Team on Air-
craft Security, which issued a series of security recommendations on October 1, 
2001, including a call for installation of a barrier device to protect the flight deck on 
the U.S. aircraft fleet. Furthermore, AFA has been a member of the Transportation 
Security Administration (TSA) Aviation Security Advisory Committee (ASAC) since 
its inception at the FAA in 1989. 

A. Introduction

AFA is in general agreement with most of the recommendations of RTCA DO-329. 
However, due to the limitations inherent in each of these SBSs and the corre-
sponding risks to both the flight and cabin crew personnel, AFA believes that 
additional cabin crew staffing and training are necessary. 

B. Need for Additional Staffing

Taking the available research and analysis into consideration, AFA believes that 
for flights with only one flight attendant, current cabin crew minimum staffing 
requirements need to be increased by “plus one.” 
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All flight attendants work in the cabin to ensure the safety, health, and secu-
rity of people on commercial passenger airplane flights. They do this despite 
chronic understaffing, which has grown significantly since the tragic events of 
9/11/2001, due in no small measure to expanded security duties and ever-in-
creasing passenger seat occupancy rates.xii This is especially true when there 
is only one flight attendant on duty. In terms of defense of the flight deck, there 
should be a second flight attendant crewmember required on planes with 20 to 
50 passenger seats. AFA bases this recommendation on the following analysis:

A regional aircraft with 20 to 50 passenger seats is only required to have 
one flight attendant. If a pilot chooses to or needs to leave the flight deck for 
whatever reason, the cabin is left unattended by a flight attendant. This is 
due to the current U.S. requirement that two authorized persons must al-
ways be in the flight deck. This usually means that a flight attendant must 
replace that pilot on the flight deck. If the pilot leaving the flight deck needs 
to use the lavatory, which on some regional aircraft such as the CRJ-200 with 
a 50-seat configuration is in the extreme aft position of the cabin, this pilot is 
not only extremely vulnerable, but it leaves the SBS unmanned and the flight 
deck door completely unprotected. AFA strongly believes that this is unac-
ceptable. This scenario creates a much higher risk that the flight deck can be 
breached and is completely counter to the spirit and intent of Common Strat-
egy guidelines, which are always to protect the flight deck and at all costs. 
This clearly cannot be done with only one flight attendant. This places all 
crewmembers and passengers in a much more precarious position against a 
myriad of other potential threats on the aircraft.

Furthermore, to ensure the two-person flight deck requirement is met when an 
IPSB is installed in the above-cited example of the CRJ200, a second flight at-
tendant is needed to open and then immediately close the IPSB to give the pilot 
access to the cabin, after which the pilot proceeds to the aft lav. This second 
flight attendant would stand facing the cabin while in the secure zone and open 
the barrier to readmit the pilot and then close it prior to initiation of the door 
transition for the pilot’s return into the flight deck.

A second flight attendant must also be available when an INSB is either open or 
closed. This flight attendant will be responsible for maintaining positive control 
of the area between the flight deck door and the secondary barrier during each 
door transition procedure. Whether the flight deck barrier is an IPSB or INSB, the 
second flight attendant further ensures aircraft security by communicating and 
coordinating with the flight deck and all other crewmembers if any type of securi-
ty incident were to occur, including an attempted breach of the secondary barrier. 
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C. Need for Effective Security Training

AFA believes that a renewed focus on mandatory crew counterterrorism train-
ing must accompany the installation and utilization of any SBS. RTCA recom-
mends that for all three types of SBS to be effective, “[c]rew-based training 
programs that maximize situational awareness and minimize the potential for 
crewmember injury should be in place.”xiii In order to achieve this goal, im-
provements in current security training are necessary, which should include the 
following elements: 

1) The basic course must allow for the repetition and drilling necessary 
to gain the appropriate intellectual, physical, and emotional responses 
needed to protect oneself, fellow crewmembers, passengers, and the air-
craft from acts of terrorism such as hijack or sabotage.

2) Training in basic tactics, techniques, and procedures require the time 
necessary to become appropriate and effective. (Note: This recommenda-
tion comes from actual lecture, hands-on training, and situational exer-
cises that have been developed and implemented with flight attendants 
and pilots since October 2001.)

3) Classroom lecture and multimedia presentation designed to develop:
i. Cognitive recognition of acts of terrorism based on historical prece-

dence and the latest counterterrorism intelligence. 

ii. Stress inoculation against dealing with inter-personal human aggres-
sion and life-threatening events. 

iii. Awareness-level behavioral detection training on terrorists’ physical, 
tactical and weapons cues. 

4) Hands-on training. This is necessary to maximize understanding and 
retention while minimizing mental and physical fatigue and potential 
training injuries. These sessions are designed to develop: 

i. Tactical knowledge and skills to work together as a team with other 
crewmembers and able-bodied passengers to prevent or mitigate any 
onboard acts of terrorism. This will include the use of tactical com-
munications between flight attendants, pilots, federal air marshals, 
and law enforcement responders. 

ii. Techniques designed to allow flight attendants to protect themselves 
against physical attack, respond to acts of sabotage to include poten-
tial suicide bombers, and to prevent attempts to breach the cockpit 
and utilize the aircraft as a weapon of mass destruction.  
Procedures that are tested and proven to allow implementation of the 
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tactics and techniques necessary to accomplish the mission, goals and 
objectives called out in the current Common Strategy Detailed Guid-
ance provided by the Transportation Security Administration to all 
commercial air carriers. 

5) Live situational exercises designed to test the flight attendants 
i. Learned knowledge, skills and abilities 

ii. Under high-fidelity, simulated surroundings and stress
iii. Within the confines of a safe training environment 

6) Recurrent training: Semiannual recurrent training to include hands- 
on and situational exercises that 

i. Reinforce and maintain basic level knowledge, skills and abilities, and
ii. Introduce any updated information necessary in the ever-changing 

environment of counterterrorism. 

AFA strongly supports the “Common Strategy” guidance, which was required 
to be rewritten by the 2001 Aviation and Transportation Security Act, that all 
crewmembers must be provided appropriate and effective training and live 
situational exercises. These elements will prepare crewmembers for potential 
threat conditions by ensuring effective crew communication and coordination 
and giving them the ability to defend themselves. 

AFA supports the installation of IPSBs on those aircraft that do not have them. 
Most importantly, regardless of the system used, AFA strongly recognizes that 
it must be accompanied by the appropriate adjustments in staffing, procedures, 
training, and live situational exercises.

V. Conclusion

From this report, it can be seen that there are varying and strongly held views 
about the use of and requirements for SBS. The WG has been pleased to develop this 
document and it would be our pleasure to discuss it with TSA representatives to 
address any questions or additional needs, as desired.
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APPENDIX A

ASAC SECONDARY BARRIER WORKING GROUP

Co-Chairs:
, Cargo Airline Association

, TSA

Members:
, Embraer
, Airports Council International-North America

, Coalition of Airline Pilots Associations 
 Bombardier

, Air Line Pilots Association, Int’l
, National Air Carrier Association

, Delta Airlines
, General Aviation Manufacturers Association

, Airlines for America
, Aircraft Mechanics Fraternal Association
, Boeing

, Boeing
 Airbus

, Atlas Air
, Association of Flight Attendants-CWA

, Air Line Pilots Association, Int’l

TSA Support:

FAA Support:
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APPENDIX B

AIRLINE SECONDARY BARRIER SURVEY

Association Airline

Physical 
2nd Barrier 

Installed
Type of 

Barrier Used

Are Secondary 
Barriers 
Planned

Barrier 
Costs Comments

A4A Airline A Yes Wire Gate No $15,000 (15 7XX, (39) 7XX

A4A Airline B No N/A No 0
Use physical barriers onboard a/c to include 

carts, crewmember personnel

A4A Airline C No N/A No 0
Use physical barriers onboard a/c to include 

carts, crewmember personnel

A4A Airline D No N/A No 0 No Comment

A4A Airline E No N/A No 0 None Planned

A4A Airline F No N/A No 0

RAA Airline G No N/A No 0

RAA Airline H No N/A No 0

RAA Airline I No N/A No 0
We are in discussions with department leads 
to use the galley cart as a secondary barrier

RAA Airline J No N/A No 0

RAA Airline K No N/A No 0

RAA Airline L No N/A No 0

I haven’t heard from our Flight Ops team on 
any plans going forward. Inflight recommends 

using the beverage cart to block flightdeck 
access, but it isn’t a documented procedure

RAA Airline M No N/A No 0

RAA Airline N No N/A No 0

NACA Airline O No N/A No 0 Scheduled and Charter Service

NACA Airline P No N/A No 0 Charters Only

NACA Airline Q No N/A No 0 Scheduled and Charter Service

No Assoc. Airline R Yes
Metal framed 

gate w/
Horizontal bars

No $55,000

(25) A3XX / weigh 75 lbs each / use a total of 
40000 lbs of additional fuel annually at a cost 
of $90000 annually / Engineering design and 

certification cost $215000.
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APPENDIX C

EXAMPLE OF AN INSTALLED PHYSICAL SECONDARY BARRIER 

Photo source: ALPA, all rights reserved
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ENDNOTES

i Transportation Security Administration Report to Congress on Secondary Flight Deck Barriers, 
2005, p. 3

ii “Monument structure” refers to installed cabin features that can serve as secondary barrier 
structural attachment points, e.g.,  lavatories, galleys, crew rests, etc.

iii Code of Federal Regulations (CFR) to be considered for a secondary door installation:
 ¾ 14CFR 25.307 Proof of structure
 ¾ 14CFR 25.365 Pressurized compartment loads  
 ¾ 14CFR 25.561 General (Emergency Landing Conditions)
 ¾ 14CFR 25.601 General (Design and Construction)
 ¾ 14CFR 25.772 Pilot compartment doors
 ¾ 14CFR 25.772 FAA Memorandum 01-115-11
 ¾ 14CFR 25.803 Emergency evacuation
 ¾ 14CFR 25.809 Emergency Exits and Emergency Exit Arrangement
 ¾ 14CFR 25.810 Emergency egress assist means and escape routes
 ¾ 14CFR 25.813 Emergency exit access 
 ¾ 14CFR 25.851 Fire extinguishers
 ¾ 14 CFR 25.853 Compartment interiors (Flammability)
 ¾ 14CFR 25.1301 Function and installation 
 ¾ 14CFR 25.1309 Equipment, systems, and installations
 ¾ 14 CFR 25.1411 General (Safety Equipment) 
 ¾ 14CFR 25.1447 Equipment standards for oxygen dispensing units
 ¾ 14CFR 25.1541 General (Markings and Placards)
 ¾ 14CFR 25.1561 Safety equipment 

iv Source: http://airlines.org/dataset/annual-results-u-s-airlines-2/ 
v Reference layers of aviation security here: https://www.tsa.gov/blog/2014/09/15/summer-

wait-times-down-despite-busiest-summer-years
vi http://fsims.faa.gov/WDocs/8400.10
vii Stewart, Mark and Mueller, John, Are We Safe Enough? Measuring and Assessing Aviation Security, 

(Cambridge, MA, Elsevier, Inc., 2018), 22. 
viii Ibid. 33
ix Ibid. 102
x Ibid. 10
xi Ibid. 114
xii Airline load factors for scheduled domestic and international travel grew from 73.48% in  

2003 to 83.5% in 2017, based on Bureau of Transportation Statistics data available at  
https://www.transtats.bts.gov/TRAFFIC/

xiii  RTCA DO-329, September 28, 2011, p. 6.
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